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Our Unquiet Star 

UK OFFICIAL - SENSITIVE 
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The Complexity of SpaceWx is Difficult to Envisage Operationally 
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Planning and Mitigating Space Operations 

SpaceWx has the potential to impact Space Operations very broadly through many mechanisms 

and interactions. 

 

Space-Based Services Provision 

• Scintillation of the Ionosphere impeding uplink and downlink 

• Degradation of GNSS providing both Navigation and Timing 

 

Controlling, Managing and Maintaining Spacecraft 

• Interruption to Telemetry, Tracking and Control signals 

• Spacecraft materials damage over time   These may give rise to ‘anomalies’ 

• Onboard memory corruptions and spurious switching 

 

Function and Availability of the Ground Segment 

• Interruption of Power 

• Terrestrial Data lines to Satellite Ground Stations 

• Personnel movement due to impact on transportation 

6 
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A Space Services Provider’s Perspective on Space Services Users 

Space Systems to the Space Service Users ‘Just work’ ( … and that’s a good thing!) 

 

High reliability is built-in to Space Systems design at all levels, providing functional Diversity and 

Redundancy.  

 

BUT – Severe SpaceWx impacts Space Services in ways 

Space Systems may only mitigate in a limited way. 
 

• Which of your Service Delivery components rely directly or indirectly on a Space System? 

 

• Do any of your backup Service Delivery components have which have themselves Space 

Systems dependencies? 

 

GNSS – Earth Observation – Communications – Data Transfer … 

7 
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A Typical SpaceWx Forecast - 170418 

8 

Space Weather Conditions    Day 1       Day 2-4 

=============================================== 

Local Resilience             GREEN       GREEN 

Energy                       GREEN       GREEN 

Aviation                     GREEN       GREEN 

Marine                       GREEN       GREEN 

Satellite Operators          GREEN       GREEN 

Satellite Comms              GREEN       GREEN 

Rail                         GREEN       GREEN 
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SpaceWx in Routine Spacecraft Operations 

We receive SpaceWx forecasting material from the MOSWOC in several forms: 

• ‘Technical’ and ‘Natural Language’ Forecasts by email twice daily. 

• Configurable alerts and warnings on specific thresholds by email. 

• Access to the MOSWOC website, where Sector Forecasts are updated every minute. 

 

For specific operations, the MOSWOC has assisted us with detailed  forecasts:  

9 
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2015 – Deep-Dielectric Discharge Associated Anomalies 

            

We Closely Monitor Repeat and Related 

Anomalies against the Space Environment 

to detect and track changes and trends in 

Operationally-Impacting Behaviours 
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Achieving Operational Management of Severe SpaceWx Events 

SpaceWx impacts Operational capability very broadly through many mechanisms and 

interactions. 

 

• Recognition of the Physical Effects on Space and Ground components, 

• Appreciation of the timescales for: 

 

– Forecasting 

– Our Operational decision-making and Response 

– Our Service Users Reactivity and Requirements 

 

A realistic idea of what SpaceWx mitigations had the potential to be effective has been 

incrementally realised in table-tops and three real-time, in working environment exercises. 

 

SpaceWx mitigation was demonstrated both possible and of value. 

 

Our development of understanding led that of our Principal Customer, who has become 

increasingly supportive in the communications elements of the exercises. 

 12 
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MOSWOC HOLI-STATES 

15 

In addition to User-Group ‘Broadcast and Published’ forecasts, MOSWOC release real-

time advice specific to SKYNET when needed in the form of declared Heliographic 

Observation of Likely Impact (HOLI) States: 

 

A HOLI-BLUE would precede a HOLI-PURPLE, this being followed by a HOLI-RED: 

 

–HOLI-BLUE when a Solar Feature has potential to cause Severe Space Weather. 

 

–HOLI-PURPLE when a Solar Feature is expected to be a source of Severe Space 

Weather. 

 

–HOLI-RED when a Solar Feature has produced Severe Space Weather which 

demands mitigative action. 

 

Though likely that there will be some indication of an increasing SpaceWx risk to Operations from 

the daily MOSWOC forecasts before a HOLI-BLUE is issued, this may not be presumed. 
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MOSWOC HOLI-STATE Example 

16 

State 

 

Issue Date 

 

Threat source summary 

 

Recent history and Trend 

 

Highlighted map 
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Training Development Capability 

We routinely engage in internal Continuation Training, Assurance Performance Demonstrations 

and Exercises with our Principal Customer: 

 

• Our attitude to training is positive. 

• We retain skills in Training Development and Performance Assessment in-department. This 

seems to have been a significant advantage. 

 

Our Principal Customer also recognises that the capacity to mitigate Severe SpaceWx 

needs to become ‘normalised’ as a recognised part of the Operations Environment: 

 

• Introduction of SpaceWx reporting into ‘normal business’ was supported in two Principal 

Customer Exercises. 

• Training Exercises were successfully used in identifying internal needs of the Principal 

Customer and in support of parallel Allied Nation development. 

• We work in partnership with the MOSWOC in devising and populating scenarios with Exercise 

Events. 

18 
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To Train for SpaceWx Mitigation 1/2 

– Suggested Roadmap 

1. Create or Obtain a credible Severe SpaceWx challenge timeline. In a Small 

Group comprising Forecaster and Ops develop an outline Learning Exercise. 
 

Pre-identify gaps and absences in current response capability 

Learning Exercise – not a ‘Performance Demonstration’. 

 

2. Table-Top the Learning Exercise with a Larger Ops Group, Forecaster and 

Customer Representatives. 
 

Characterise performance gaps. 

Capture ideas, concerns and insights. 

Develop and issue for comments a SpaceWx Mitigation Plan in Draft. 

Develop and Deliver SpaceWx Training based on these findings. 

19 
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To Train for SpaceWx Mitigation 2/2 

– Suggested Roadmap 

3. With the Forecaster, refine the Severe SpaceWx challenge timeline. Create 

materials for a real-time run in the Live Environment. Use Draft SpaceWx Mitigation 

Plan. Collect debrief comments. 
 

Identify Operational Optimisations. 

Review and correct notification material content and distribution. 

Correct Draft SpaceWx Mitigation Plan and make Initial Issue. 

 

4. Develop a follow-on Severe SpaceWx exercise with Forecaster and Customer 

Representatives. Run in Live Environment. 
 

Refine communications and notification material. 

Capture ideas, concerns and insights. 

Update SpaceWx Mitigation Plan. 

Develop and apply Continuation Training. 

Introduce SpaceWx Events into ‘normal’ Assurance Demonstrations and Future Exercises. 
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SpaceWx Planning and Mitigation – a Critical Shopping List 

• SpaceWx Forecaster Relationship 

 

• Engineering and Operational Systems Understanding 

 

• Customer Requirements, Expectations and Involvement 

 

• Training Development Capability 

21 



T
h
is

 d
o
c
u
m

e
n
t 
a
n
d
 i
ts

 c
o
n
te

n
t 
is

 t
h
e
 p

ro
p
e
rt

y
 o

f 
P

a
ra

d
ig

m
 S

e
c
u
re

 C
o
m

m
u
n
ic

a
ti
o
n
s
 L

td
 &

 P
a
ra

d
ig

m
 S

e
rv

ic
e
s
 L

td
 a

n
d
 i
s
 s

tr
ic

tl
y
 c

o
n
fi
d
e
n
ti
a
l.
 I
t 
s
h
a
ll
 n

o
t 
b
e
 c

o
m

m
u
n
ic

a
te

d
 t
o
 a

n
y
 t

h
ir

d
 p

a
rt

y
 w

it
h
o
u
t 
th

e
 w

ri
tt

e
n
 c

o
n
s
e
n
t 
o
f 
P

a
ra

d
ig

m
 C

o
m

p
a
n
ie

s
 

Future Effort Direction - SpaceWx Understanding for Operations and 

Service Support 

Integration of ‘Routine’ SpaceWx Forecasting to obtain: 

 

For Us: 

• Information of Engineering value in Spacecraft On-Orbit Management and Design. 

• Operational Planning Optimisation – doing the right things at the best times. 

• Increased efficiency in Engineering problem resolution through discrimination of 

SpaceWx-induced and other faults. 

 

For our Service Users: 

• Increases in Service quality and reliability. 

• Operational Planning Optimisation – doing the right things at the best times. 

• Enhanced capacity for realistic simulation and exercise. 

 

We look forward to working with the MOSWOC on future product definition and delivery. 

22 



T
h
is

 d
o
c
u
m

e
n
t 
a
n
d
 i
ts

 c
o
n
te

n
t 
is

 t
h
e
 p

ro
p
e
rt

y
 o

f 
P

a
ra

d
ig

m
 S

e
c
u
re

 C
o
m

m
u
n
ic

a
ti
o
n
s
 L

td
 &

 P
a
ra

d
ig

m
 S

e
rv

ic
e
s
 L

td
 a

n
d
 i
s
 s

tr
ic

tl
y
 c

o
n
fi
d
e
n
ti
a
l.
 I
t 
s
h
a
ll
 n

o
t 
b
e
 c

o
m

m
u
n
ic

a
te

d
 t
o
 a

n
y
 t

h
ir

d
 p

a
rt

y
 w

it
h
o
u
t 
th

e
 w

ri
tt

e
n
 c

o
n
s
e
n
t 
o
f 
P

a
ra

d
ig

m
 C

o
m

p
a
n
ie

s
 

Spacecraft Anomaly Obfuscation – A Proposal 

Satellite X | a                        a                                     a                                   b                                      a          c           a                          

Satellite X |    a                        a                                     a                                   b                                      a          c           a                          

Satellite Y |            b                                  a                 b                                                    c                    a                                      b  

Satellite Y |           b                                  a                 b                                                    c                    a                                      b 

 | 

Aggregate | ba      b         b      a               a                bca                                   b           c         a         a  a           c         ba        b 

Enviro | ******                                 **                 *******                                    *   ***                       *****                    ***            ** 

 |  Week 1  |  Week 2  | … > 

 

Colours indicate different Operators 

Letters indicate Anomalies of generically defined class, common across Satellites and Operators 

 

Italicised indicate that, per spacecraft, and unique to each: 

– a  shift (+- ~ 20 mins) has been applied along with  

– an uncorrelated Orbital Location shift (+- ~ 10 Deg) 

These shifts being known only between individual forecaster personnel under NDA with the 

supported Operator.  

 

Enviro correlation with Aggregate is not adversely affected by the small shifts.   
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Point of Contact for Questions 

 
Ewan Haggarty 
Spacecraft Management Authority 
 
 
ewan.haggarty@airbus.com 
 
+44 (0) 1249 85 3615 
 
1001 Skynet Drive 
CORSHAM 
SN13 9NP 

mailto:ewan.haggarty@astrium.eads.net

